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Prototyping Self-managed Interdependent 
Networks 
Self-healing Synergies against Cascading Failures 

www.sfina-net.org 
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Scope & Challenges 

Modeling & Simulation of Interdependent (Flow) Networks 
Social network analysis, power grid reliability, traffic network congestion, water/gas 

networks, airline networks, disease spread, financial markets etc.  

Closed software tools 

Repeatability of results is often impossible 

Inconsistent results is possible - we have shown this [2] 

Large fragmentation of research communities 

Results: too theoretical or too empirical 

No interoperability of experimental software tools 
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Modeling & Simulation Artifact 

Simulation Framework for Intelligent Network Adaptations 

Write once a model, 
test in different domains 

High modularity: Plug-in different system dynamics that govern a network 

Support co-simulation of interdependent networks 

Open-source, GLP v.2 
Core written in Java but supports domain backends in Matlab, Python, Java, etc 

www.sfina-net.org 

Supports 
Graphical user interface 

network drawer 
distributed simulation 
tutorial/documentation 

and more…  



| | Prototyping Self-managed Interdependent Networks 

Regulation Models, Policies & Mechanisms 
Flow optimization, network repairability, coordination mechanisms, etc.  
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High-level Design Approach  

Domain Knowledge & Dynamics 
Real-world data, physical laws, etc. 

Flow networks 
Temporal directed weighted graphs 
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Applications 

Simulation Agent 

File System 

Nodes & 
Links 

Temporal 
Adjustment

s 

System-wide 
Settings 

Topology Events Parameters 

… 
Domain 

Backends 

… 
Domain 

Backends 

… 
Domain 

Backends 

… 
Flow Flow Flow 

Protopeer 
Distributed  networking, scheduling, logging & deployment services  

May 2018 Dr. Evangelos Pournaras 5 

Architecture 

Flow Network 
Management, measurements & visualization 

                                      Flow Analyzer … … … … 
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Status 

Coordinated Smart Transformers 
https://github.com/SFINA/Smart-Transformers 

SFINA 
https://github.com/SFINA/SFINA 

Disaster Spread 
https://github.com/SFINA/Disaster-Spread 

Theoretical Spreading 
Models 

Flow Monitor 
https://github.com/SFINA/Flow-Monitor 

Cascade 
https://github.com/SFINA/Cascade 

Power Network 
Flow Calculations 

 InterPSS 
http://www.interpss.com 

MATPOWER 
http://www.pserc.cornell.edu/matpower/ 

MATSim 
https://github.com/SFINA/Transport 

Transport Network 
Flow Calculations 
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 sfina-net.org Self-healing Interdependent Power Networks 
https://github.com/SFINA/Self-healing-Networks 
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Interdependent Networks 

2. Topology 2. Topology 

1. Self-* Mechanisms 1. Self-* Mechanisms 

3. Flow Computations 3. Flow Computations 

Interlinks 

Distributed 
Coordination 

Network 

Interdependent & Multiplex 
Networks 

power water/
gas 

airline transport communication 

System 
Operator 

System 
Operator 
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Architecture 
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Case Study 

Self-healing Interdependent Power Networks 
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Flowgates 

Transmission system 
power exchanges  
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Energy Markets 

Microgrid power exchanges 
by prosumers  



| | Prototyping Self-managed Interdependent Networks May 2018 Dr. Evangelos Pournaras 12 

Reliability & Security 

Challenge: Interdependencies from cause of 
instability to opportunity for higher resilience?   
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Case Study 

Self-healing Interdependent Power Networks 

1.  Failure of a power line triggers a cascading failure, network is damaged 
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Case Study 

Self-healing Interdependent Power Networks 

1.  Failure of a power line triggers a cascading failure, network is damaged 
2.  Connect the damaged network with a healer network (reservoir) 
3.  Load reduction in the damaged network by pushing power to the healer network 
4.  Load increase in the damaged network by pulling power from the healer network 
5.  Evaluation of reliability improvement 
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Experimental Settings 

IEEE reference networks 
(topology+physical characteristics+load profile) 

case-30, case-39, case-57, case 2383   

AC power flow analysis (InterPSS): Non-linear power dynamics 

N-1 contingency analysis 
1.  Remove a link 
2.  Compute cascading failure 
3.  Measure disaster 
4.  Restore network and repeat for all links 
5.  Probabilistically evaluate reliability 

Self-healing: modeled as particle swarm optimization 

Reliability measures 
Damage spread: links survivability+iterations 
Relative load served 
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Visualization 

Generator

Bus

Slack Bus

Active Link

Interdependent Link

Inactive Link

Damaged Healer 

case-30 <> case 39 

case-39 <> case 30 

Line failure 
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Visualization 

Generator

Bus

Slack Bus

Active Link

Interdependent Link

Inactive Link

Damaged Healer 

case-30 <> case 39 

case-39 <> case 30 

Cascading failure 
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Visualization 

Generator

Bus

Slack Bus

Active Link

Interdependent Link

Inactive Link

Damaged Healer 

case-30 <> case 39 

case-39 <> case 30 

Self-healing 
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Damage Spread 

case-30 <> case 39 case-39 <> case 30 case-57 <> case 2383 
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Number of Interlinks 

case-30 <> case 39 

Trade-off: links survivability vs. served load 
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Conclusion & Future Work 

SFINA Artifact: Multi-domain modeling & simulation of flow networks made feasible! 

Solid basis for community building: Open source code, domain backends, 
application examples, GUI, documentation 

Proof-of-concept: Self-healing synergies against cascading failures 
Simple applicability of general-purpose computational intelligence in a domain 
problem traditionally addressed by power engineers 

Experimental findings 
1.  Significant reduction of damage level 
2.  Trade-offs of interdependencies: links survivability vs. served load 

Future work: Interdependent networks of different domains 
Power-communication, power-transport, power-water-gas networks 
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Questions? 
ETH Zurich 

Evangelos Pournaras 

epournaras@ethz.ch www.sfina-net.org 
http://sfina-net.org/shared/SFINA.zip 
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Time Management 

Simulation Runtime Bootstrapping 

… … 
Iterations 

Simulation Steps … … 

System Runtime 
Start End 


