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Research Question

_Real-time continuous Aggregation functions:
adjustments of computations SUM, AVG, STDEV, MAX, MIN
Collective P2P computations ’ ’ ®

+
crowd sourced

Data summarization

I

How to perform decentralized, dynamic & privacy-preserving data analytics
over Internet of Things in a cost-effective & resilient way?

N

Self-correcting operations

Highly entropic Communication & memory for high accuracy
sensor streams VS
accuracy

DEMOCRATIZATION OF DATA ANALYTICS
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Overview

Data
supplier

Local sensor data stream

Aggregate sensor data stream

Data SUMMATION, AVERAGE,
MINIMUM, MAXIMUM,
consumer STANDARD DEVIATION, TOP-K
. . . ’l
DIAS — Dynamic Intelligent Aggregation ‘
Service:

* local computations

» peer-to-peer interaction

» hashed information for efficiency and privacy
» self-correcting operations
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Visualization of DIAS

Epoch 18 Epoch 27
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Decentralized Data Management

Internet of Things

data suppliers
overall error

Internet of Things
data consumers

summarization error

DIAS error
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" privacy sensitive »  kpossible states

o hlgh|y entroplc (eg clustering N

« dynamic . : e é e
differential privacy)

e send factor SF

31st IEEE International Conference on Advanced Information Networking and Applications

A\
Ao®
N

700101101010100"°

10107

0,

01010070, 070770 3

0100019, °%00;, "%077, o
7 700,, "“0101010\0"

1100107770 70 019 Q\Q

7ol

0p, 01
7

070770 70070
7

aggregation data

DIAS
network

Jovan Nikolic | March 2017 | 7



Experimental Evaluation

1) Computational feasibility of 0T devices
2) Accuracy in Analytics:
3) Communication costs

4) Trade-offs & Decision Making
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Experimental Evaluation
1. Computational feasibility of loT devices

* 3 phones with Android OS:
« Phone 1 (5.1)
* Phone 2 (6.0.1)
* Phone 3 (5.0.1)

Time [ms]

 Sensor data:
« ACCELEROMETER

*  LIGHT
+ ACCELEROMETER-LIGHT

» Varied frequency of sampling
between 1 and 60 sec

* Average execution time over 30
repetitions
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(@) Phone 1, k=3
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Sensor Types
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Experimental Evaluation |
2. Accuracy in Analytics oo —;@ - B

summarization error

3000 . : . . . . 1

« ECBT - Electricity Customer ] ~ S s
Behavioral Trial (2009-2010): ool 2 — SF-12. e
- il 5 1 0.8 1
» data from 04.01.2009. | B =
2000 4
+ collected every 30 minutes [ | oSy
s I P
« total of 48 records perday a | £
& o4l
» total of 6435 consumers 1000 | Rt =
e 3000 residential consumers 02l
500 L Actual s—
SF-1
SF-4
. _ . SF-12 e
k=5 pOSSIble states 0 100 200 300 400 500 600 700 800 0 100 200 300 400 500 600 700 800
Epoch Epoch
* Varied send factor: (a) summarized data (b) summarization error

- SF-1, SF-2, SF-4,
SF-8, SF-12, SF-16
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Experimental Evaluation
2. Accuracy in Analytics

3000

« ECBT - Electricity Customer

Behavioral Trial (2009-2010):

data from 04.01.2009.

collected every 30 minutes

2000 +

total of 48 records per day

total of 6435 consumers 1000|

3000 residential consumers

500 |

* k=5 possible states 0

* Varied send factor:

SF-1, SF-2, SF-4,
SF-8, SF-12, SF-16
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(a) aggregation data
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Relative Error

Experimental Evaluation
2. Accuracy in Analytics — Overview

DIAS error (SUM) == DIAS error (AVG
Summarization error (SUM) pooog Summarization error (AVG E
Overall error (SUM) <=3 Overall error (AVG) c—

DIAS error (MAX
Summarization error (MAX) oo
Overall error (MAX) =<9
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* DIAS error | as send factor 1
« summarization error 1 as send factor 1

« overall error (on average) is sum of its parts
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Experimental Evaluation
3. Communication cost

« ECBT - Electricity Customer
Behavioral Trial (2009-2010):

data from 04.01.2009.
collected every 30 minutes
total of 48 records per day
total of 6435 consumers

3000 residential consumers

* k=5 possible states

* Varied send factor:

SF-1, SF-2, SF-4,
SF-8, SF-12, SF-16
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Experimental Evaluation
4. Trade-offs & Decision Making

max hide actual

privacy values
preservation

min more accurate high

privacy values quality of service
preservation

Privacy regulated by:
Choice of # of possible states
Choice of send factor

How to choose SF?
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Experimental Evaluation
4. Trade-offs & Decision Making

» Decision trees (C4.5 algorithm): _——OSF-16
o s03%4
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(b) Overall vs DIAS error
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Conclusion

v' fully-decentralized FEASIBLE
v’ generic data aggregation

v" highly dynamic input data stream from IoT devices

AUTOMATICALLY

privacy <4sssp accuracy <mssp communication REGULATED

cost

PARTICIPATORY DATA ANALYTICS AS PUBLIC GOOD
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Future work

« Changes and failures in the network

» Further enhancing privacy & security:

« differential privacy
* homomorphic encryption

« Supporting multiple sensor types
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Questions?

ETH Zurich
Evangelos Pournaras
epournaras@ethz.ch
Jovan Nikolic

jovan.nikolic@gess.ethz.ch

oo DASH

www.sobigdata.eu www.dias-net.org www.asset-consumerism.eu
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